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(54) Load balancing unit and method of its operation 



(57) The invention provides a method, a device and 
a system to balance the processing load in a network. 
Particularly, the invention provides a method, a device 
and a system wherein each processing server of a 
processing server system includes a load balancing 
unit. One load balancing unit of the included load bal- 
ancing units operates in an active operation mode 
wherein the remaining load balancing unit operates in 
n on -active operation modes. The active operation mode 
is distinguished by operating the balancing of the 
processing load of the server system. Therefore, the ac- 
tive load balancing unit receives a client request which 
requests services of the server system, selects a corre- 
sponding processing server of the server system ac- 
cording to the several parameter like request content 
and processing load of the processing servers and es- 
tablishes a communication like between client and se- 
lected processing server. Preferably, the communica- 
tion link is established by transmitting a re-direction no- 
tification to the client. 
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Description 

Field of the Invention 

[0001 ] The invention relates generally to methods and 
devices for balancing the load in a network. Particularly, 
the invention relates to a processing server and associ- 
ated load balancing unit and method of its operation, 
wherein each processing server of a processing server 
system includes a load balancing unit able to balance 
the processing load of the server system. The load bal- 
ancing unit of one processing server balances the 
processing load wherein the load balancing units of the 
remaining processing servers may survey the operation 
and replace the active load balancing unit in case of a 
failure. 

Background of the Invention 

[0002] Today's world can not be imagined without 
computers and especially computer networks. During 
the last decade the use of computers has changed from 
the use at a single isolated workstation to the use of 
computer services provided via computer networks, 
such as local area networks, wide area networks and a 
world wide computer network known as the internet. 
Services provided via computer networks may comprise 
e-mail services, content services like web services or 
database services, file transfer services and several 
other services. Several accessing possibilities to com- 
puters via computer networks are available such as dial 
up connections using mobile communication networks 
or dial up connections using phone lines to connect to 
a network provider. Network providers are service pro- 
viders providing access to certain computer networks 
such as the internet. 

[0003] A part of the internet is known as the world wide 
web (www) or just the web. The world wide web is a 
collection of content servers based on a mark-up lan- 
guage to code the content. Remote computers can ac- 
cess the content using corresponding clients which are 
able to decode the mark-up language to visualize the 
content. Usually, content servers of the world wide web 
are connected to the global public accessible internet 
but are also in operation as local content servers of non 
public institutions. The growing number of content serv- 
ers in the web and the dramatic increase of users ac- 
cessing the content servers have made it necessary to 
develop content server systems able to serve a high 
number of accesses at the same time or so called server 
systems with a high hit rate. A plurality of clients request 
data from the content servers at the same time. 
[0004] Generally, even single highly performing con- 
tent servers may be efficient enough to fulfil the task ad- 
equately. But the costs of single high performance serv- 
ers do not scale proportionally with their serving per- 
formance. Therefore the task is split on several content 
servers, namely a server system, in order to operate a 



economical server system providing server services. A 
special interconnected means called load balancer or 
load balancing unit (L/B), respectively, distributes the re- 
quests of the clients over the single processing servers 

5 of the system in an appropriate way in order to enable 
a response to the client request within an acceptable 
period of time. In general, these load balancing units are 
separate computers comprising components to balance 
the processing load by distributing it onto the several 

10 connected processing servers. 

[0005] Commonly, failure probability of the server sys- 
tem is low since a crash of a single processing server 
of the system can be compensated by a sufficient high 
number of single processing servers included in the 

15 server system. A tender spot of the reliability of the 
whole system is the load balancing unit. All client re- 
quests must be evaluated by the load balancing unit and 
links between client and processing server have to be 
established according to the client req uest by the load 

2Q balancing unit. In case of a failure of the load balancing 
unit there is an imminent failure probability of the whole 
system. 

Summary of the Invention 

25 

[0006] ft is therefore desirable to provide a method, a 
device and system for improving the balancing of the 
processing load in a network. 

[0007] A method for balancing a processing load in a 

30 network consisting of a plurality of processing servers 
each Including a load balancing unit is provided. The 
load balancing units operate in two different operation 
modes. At least one of the load balancing unit carries 
out the balancing of the processing load in the network 

35 concerning the processing load of the plurality of the 
processing servers. This load balancing unit is in an ac- 
tive mode ortermed as an active load balancing unit and 
the operation mode is described as active operation 
mode, respectively. The other remaining load balancing 

w units are in a non-active operation mode or termed as 
a non-active load balancing units and are not involved 
in the balancing of the processing load in the network at 
this time. The active load balancing unit(s) carries out 
the balancing of the processing load and comprises re- 

45 ceiving a client request, at an active load balancing unit, 
from a client, selecting, by the active load balancing unit, 
one of the plurality of processing server for processing 
or serving the ciient request and establishing a commu- 
nication link between the ciient and the selected 

50 processing server to serve the client request. 

[0008] By the term link or communication link or links 
in the following a communication of data comprising da- 
ta of any kind is designated which uses analog or digital 
telephone lines, dedicated connection lines, digital sub- 
55 scriber lines (DSL), wireless communication links, like 
wireless local area network (WLAN) links, Bluetooth 
links , wireless links via a mobile communication system 
(GSM, UMTS, DCS etc.) or other than physical connec- 
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tions, such as virtual links which all do provide for ade- 
quate communication between two localized or delocal- 
ized communication sources, e.g. these can be two 
processing devices communicating via a network. 
[0009] The communication link between the client and 
the selected processing server may be established by 
re-directing the client request to the selected processing 
server. The redirection of the client request may be per- 
formed by the active load balancing unit by generating 
a re-direction notification. The re-direction notification 
may contain instructions for the client to direct a follow- 
ing client request directly to the selected processing 
server. The re-direction notification may be transmitted 
to the client which transmitted the client request. 
[0010] The active load balancing unit may authorize 
the client request or may authorize the establishment of 
the communication link between client and the selected 
processing server. 

[001 1 ] The selection of the processing server may be 
based on at least one of the group comprising a client 
location, a processing server location, a client identity, 
a processing server load and a content of the processing 
servers requested with a client request. 
[0012] The non-active load balancing units included 
in the plurality of processing servers may check the op- 
eration of the active load balancing unit. The checking 
of the operation of the active load balancing unit may 
include a surveillance of the balancing process of the 
processing load in order to ensure proper and faultless 
operation thereof. The checking operation may include 
the recognition of a defective active load balancing unit. 
[001 3] One of the non-active load balancing units may 
re-configure its operation mode into the active operation 
mode in order to carry out the balancing of the process- 
ing load in the network. The re-configuration process 
may be initiated in case of a recognition of a defective 
active load balancing unit. Particularly, a defective or 
failing active load balancing unit may be recognized by 
performing the checking operation carried out by at least 
one of said non-active load balancing units. 
[0014] The checking operation performed by a non- 
active load balancing unit may carry out generating of a 
request for checking the operation of an active load bal- 
ancing unit, transmitting the request to the active load 
balancing unit and receiving a request response corre- 
sponding to the generated request from the active load 
balancing unit. The request response may allow to 
check the operation of the active load balancing unit or 
a missing request response may allow to recognize a 
defective active load balancing unit. 
[0015] The checking operation of a non-active load 
balancing unit may involve additional processing oper- 
ations carried out by an active load balancing unit. The 
active load balancing unit may perform receiving of a 
request from a non-active load balancing unit generated 
to check the operation of an active load balancing unit. 
The non-active load balancing unit may additionally car- 
ry out generating of a request response and transmitting 



of the request response to a non-active load balancing 
unit. 

[001 6] The request for checking operation of an active 
load balancing unit may be a certain L/B request which 

5 may contain instructions for the active load balancing 
unit. Further, the request response of an active load bal- 
ancing unit due to a checking request of a non-active 
load balancing unit may be a certain L/B request re- 
sponse and may contain Information according to the 

10 instructions contained in the checking request. 

[0017] The L/B request response of the active load 
balancing unit may contain at least one of the group 
comprising current available processing servers, 
processing server related information, current request- 

15 |ng clients, client related Information, client grouping in- 
formation and processing load of the processing serv- 
ers. 

[0018] The non-active load balancing unit may per- 
form a re-start of a defective active load balancing unit 

20 jn order to put again the defective load balancing unit 
into proper operation if necessary. 
[0019] The non-active load balancing unit may per- 
form a re-configuration of external network devices rout- 
ing network communication in a network. For example, 

25 routing network devices may be routers, switches, gate- 
ways or the like. 

[0020] Each processing server may report its 
processing load to the active load balancing unit. More- 
over, each processing server may report its processing 

30 load to each load balancing unit independent of the op- 
eration mode of the load balancing unit. 
[0021 ] According to an embodiment of the present in- 
vention a software tool for balancing a processing load 
in a network is provided. The software tool comprises 

35 program portions for carrying out the operations of the 
aforementioned methods when the software tool is im- 
plemented in a computer program and/or executed. 
[0022] According to an embodiment of the present in- 
vention there is provided a computer program for bal- 

40 anclng a processing load in a network. The computer 
program comprises program code portions for carrying 
out the operations of the aforementioned methods when 
the program is executed on a computer or a network 
device. I 

45 [0023] According to an embodiment of the present in- 
vention, a computer program product is provided which 
comprises program code portions stored on a computer 
readable medium for carrying out the aforementioned 
methods when said program product is executed on a 

50 computer or network device. The load balancing units 
comprise su itable and adapted components for carrying 
out the method for balancing the processing load of a 
network. 

[0024] According to an embodiment of the invention, 
55 a load balancing unit for balancing the processing load 
in a network is provided. The load balancing unit may 
be operated in two different operation modes, i.e. in an 
active operation mode and in a non-active operation 
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mode. The load balancing unit operating in the active 
operation mode may be termed as an active load bal- 
ancing unit and the load balancing unit in the non-active 
operation mode may be termed as an non -active oper- 
ation mode. The respective components may be consti- 
tuted by a data processing device which may be com- 
prised by the load balancing unit or the processing serv- 
er including the load balancing unit. Further, the compo- 
nents may be constituted by a code section for execut- 
ing on one or a plurality of data processing devices con- 
taining instructions for carrying out the necessary 
processing operations. Moreover, the components may 
be constituted by a portion of the processing server or 
by a portion of the load balancing unit. The active load 
balancing unit may also comprise a receiving compo- 
nent for receiving a client request generated by the cli- 
ent, a server selection component for selecting a 
processing server of the plurality of processing servers 
in a network to serve the client request and a commu- 
nication component for establishing a communication 
link between ciient and selected processing server. 
[0025] The communication component for establish- 
ing a communication link may further involve the use of 
a component for generating a re-direction notification 
and a component for transmitting the re-direction notifi- 
cation to the client. The re-direction notification may in- 
struct the client who generated and transmitted the cli- 
ent request to the active load balancing unit to direct a 
following request directly to the selected processing 
server in order to establish a direct communication link 
between client and selected processing server. 
[0026] The active load balancing unit may comprise 
an authorizing component for authorizing a client re- 
quest or authorizing the establishment of the communi- 
cation link between client and the selected processing 
server. 

[0027] The selection component of the active load 
balancing unit for selecting a processing server may 
base the selection on at least one of the group compris- 
ing a client location, a processing server location, a cli- 
ent identity, a processing server load and a content of 
the processing server requested with a client request. 
[0028] The non-active load balancing unit may in- 
clude checking a component for checking the operation 
of the active load balancing unit. 
[0029] The non-active load balancing unit may in- 
clude a re-configuration component for re-configuring a 
load balancing unit operated in a non-active operation 
mode into a load balancing unit operated in an active 
operation mode. 

[0030] The checking component for checking the op- 
eration of an active load balancing unit may further com- 
prise request a generation component for generating a 
request, a request transmitting component for transmit- 
ting the request to an active load balancing unit and a 
request response receiving component for receiving a 
request response from the active load balancing unit. 
The request generation component may generate a re- 



quest which is able to check the operation of the active 
load balancing unit, i.e. the balancing of the processing 
load in the network. A corresponding request response 
may be received by the request response component 
5 from the active load balancing unit informing the non- 
active load balancing unit of the operation status of the 
active load balancing unit. 

[0031] The active load balancing unit may include re- 
spective components for serving the checking request 
10 of a non-active load balancing unit transmitted in order 
to check the operation of the active load balancing unit. 
The respective components for serving may include a 
request receiving component for receiving a request 
from a non-active load balancing unit, a request re- 
's sponse generating component for generating a corre- 
sponding request response due to the checking request 
and a request response transmitting component for 
transmitting the request response to the respective non- 
active load balancing unit. 
20 [0032] The request for checking operation of an active 
load balancing unit may be a certain L/B (load balanc- 
ing) request which may contain instructions for the ac- 
tive load balancing unit. Further, the request response 
of an active load balancing unit due to a checking re- 
25 quest of a non-active load balancing unit may be a cer- 
tain L7B (load balancing) request response and may 
contain information according to the instructions con- 
tained in the checking request. 

[0033] The L/B request response of the active load 
30 balancing unit may contain at least one of the group 
comprising current available processing servers, 
processing server related information, current request- 
ing clients, client related information, client grouping in- 
formation and processing load of the processing serv- 
es ers. 

[0034] The non-active load balancing unit may in- 
clude a re-starting component for re-starting a defective 
active load balancing unit in order to put again the de- 
fective load balancing unit into proper operation if nec- 
40 essary. 

[0035] The non-active load balancing unit may in- 
clude network device a re-configuring component for re- 
configuring external network devices routing network 
communication in a network. For example, routing net- 
45 work devices may be routers, switches, gateways or the 
like. 

[0036] According to an embodiment of the invention, 
a processing server including a load balancing unit for 
balancing the processing load in a network is provided. 

50 [0037] According to an embodiment of the invention, 
a server system of a plurality of processing servers in- 
cluding a load balancing unit for balancing the process- 
ing load in a network is provided. 
[0038] Embodiments of the present invention will be 

55 further illustrated and explained to those of ordinary skill 
in the art after having read the following detailed descrip- 
tion of the embodiments which are exemplified in the 
various drawing figures. 
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Brief Description of the Drawings 
[0039] 

Fig. 1 illustrates the task of a state of the art load 5 
balancing unit Interconnected between re- 
questing clients and a server system com- 
prising a plurality of processing servers, 

Fig. 2 shows a block diagram illustrating a server 10 
system with respect to an embodiment of the 
invention, 

Fig. 3a shows a block diagram illustrating a process- 
ing server including an active load balancing 1$ 
unit according to a further embodiment of the 
invention, 

Fig. 3b shows a flow diagram illustrating a sequence 

of processing operations executed by an ac- 20 
tive load balancing unit with respect to a fur- 
ther embodiment of the invention, 

Fig. 4a shows a block diagram illustrating an active 

load balancing unit and a non-active load bai- 25 
ancing unit according to a further embodi- 
ment of the invention, 

Fig. 4b shows a block diagram illustrating an active 

load balancing unit and a non-active load bal- 30 
ancing unit with respect to a further embodi- 
ment of the invention, 

Fig, 4c shows a block diagram illustrating an active 

load balancing unit and a non-active load bal- 35 
ancing unit according to a further embodi- 
ment of the invention, 

Fig. 5 shows a flow diagram illustrating a sequence 

of processing operations executed by a non- 40 
active load balancing unit with respect to a 
further embodiment of the invention, 

Fig. 6a shows a flow diagram illustrating a sequence 

of processing operations with respect to the 45 
operation of an active load balancing unit ac- 
cording to a further embodiment of the 
y present invention, 

Fig. 7a shows a flow diagram illustrating a sequence so 
of operations of the communication between 
client, active load balancing unit and process- 
ing server with respect to a further embodi- 
ment of the invention, 

55 

Fig. 7b shows a flow diagram illustrating a sequence 
of operations of the communication between 
active load balancing unit and two non-active 



load balancing units according to a further 
embodiment of the Invention, 

Fig. 8 shows a flow diagram illustrating a sequence 
of operations of the communication between 
an active load balancing unit and two non-ac- 
tive load balancing units in case of a failure 
of the active load balancing unit with respect 
to a further embodiment of the invention, 

Fig. 9 shows a block diagram illustrating a server 
system consisting of processing server in- 
cluding load balancing units and connected 
to a network routing device according to a fur- 
ther embodiment of the invention. 

Detailed description 

[0040] In the figures corresponding reference numer- 
als denote corresponding features. 
[0041] In the following there is provided an arrange- 
ment of load balancing units interconnected between re- 
questing clients and several content servers, a so called 
server farm. This arrangement illustrates a typical state 
of the art server system comprising several processing 
servers and a load balancing unit for distributing client 
requests onto the processing servers of the server sys- 
tem. 

[0042] Fig. 1 shows a client 1 0 and a client 30 repre- 
senting an arbitrary number of clients, a load balancing 
unit 11 serving as load balancing unit to distribute client 
requests among three connected processing servers 
1 2, 1 3 and 14 for serving client requests and represent- 
ing an arbitrary number of processing servers. The load 
balancing unit 11 as also the connected processing 
servers 12, 13 and 14 may be part of a local network 
whereas clients 1 0 and 30 may be connected via a wide 
area network. The wide area network may be the inter- 
net but may be also any other network. 
[0043] To illustrate the state of the art concerning load 
balancing units a web-server system which may provide 
contents based on a mark-up language is referred. The 
web-server system may be accessed by the internet 
protocol (IP) and addressed by the corresponding inter- 
net protocol (IP) address. In detail, the web-server sys- 
tem is based on the load balancing unit 1 1 and the con- 
nected processing servers 12, 13 and 14 thereto. Load 
balancing unit 1 1 and the processing servers 12,13 and 
1 4 are constituted by single processing devices. These 
processing devices are addressed by individual IP ad- 
dresses wherein the load balancing unit 11 may be ad- 
dressed by the IP address "127. 128. 129. 130", the 
processing server 12 by the IP address 
"127.128.129.13V 1 , the processing server 13 by the IP 
address "127.128.129.132" and the processing server 
14 by the IP address "127.128.129.133". Usually, a cli- 
ent generating a request to a web-server system uses 
a clear text address like "www.sun.com". This clear text 
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address or alias address, respectively, is converted into 
a corresponding IP address involving certain dedicated 
servers called domain name servers (DNS). The DNS 
server are public accessible servers. DNS servers com- 
prise look-up tables converting clear text addresses into 
IP addresses. Each clear text address corresponds to 
one unique IP address which enable a worldwide unique 
addressing of each server connected to the internet. 
The request of client 10 addressed to "www.sun.com* 
is resolved into the IP address "127.128.129.130". 
Since the web server services are provided by a server 
system the IP address resolved by the DNS is equal to 
the IP address of the load balancing unit of the web- 
server system. The load balancing unit distributes the 
client requests over the server system. According to this 
IP address the request of client 10 is routed via link 15 
to the load balancing unit 11 of the web-server system. 
The load balancing unit distributes the client request on- 
to the available processing servers 12, 13 and 14 ac- 
cording to a certain load balancing method herein via 
link 17 to processing server 12. Processing server 12 
responds to the request of client 10. According to the 
implemented load balancing method different kind of 
communication links to transfer the request response of 
processing server 1 2 to the client 1 0 may be used. It is 
possible to route the request response via link 18 and 
link 1 6 back to the client 1 0 through the load balancing 
unit 11. It is also possible to route the response of 
processing server 12 directly to the client 10 via link 19 
bypassing the load balancing unit 11 . 
[0044] A simultaneously accessing client 30 also ad- 
dressing the processing server "www.sun.com" trans- 
mits a request via link 35 to the load balancing unit 11 . 
This request is routed via link 37 to processing server 
1 4 of the server system. Similarly, the processing server 
response of the request of client 30 is re-routed via link 
38 and link 36 through the load balancing unit 11 to the 
client 30 or is re-routed via link 39 bypassing the load 
balancing unit 11, The processing server 13 may be in- 
volved in serving server services by further accessing 
clients. 

[0045] The detailed operation of the load balancing 
unit and the processing servers to handle a request and 
to generate a request responses is not described here 
since the drawbacks of prior load balancing units can 
be easily understood. Each client request has to pass 
the load balancing unit which means that a failure of the 
load balancing unit leads to a total failure of the server 
system. 

[0046] Since the number of requests is high there 
must be employed highly capable and powerful 
processing devices to establish the load balancing. Al- 
though a load balancing unit often redirects client ac- 
cesses according to an implemented load balancing 
method and a re-direction of a client request may not 
involve excessive processing load the load balancing 
unit has to handle a pi urality of single processing servers 
combined to a server system. The processing load of 



the load balancing unit due to the client request handling 
and distributing therefore requires a sufficiently big 
processing device executing the load balancing proc- 
ess. Such devices are cost-intensive. Back-up devices 
5 which may be used to replace a defective load balancing 
unit improve the accessibility of the server system but 
increase additionally costs of the whole system, espe- 
cially since back-up devices require maintenance 
though they are not constantly in use. 
10 [0047] The following first embodiment of the invention 
will be described with respect to Fig. 2. Fig. 2 illustrates 
an arrangement of a server system wherein the load of 
single processing servers is controlled by using a load 
balancing unitto distribute requests directed to the serv- 
es er system over the single processing servers thereof. 
[0048] Fig. 2 shows a client 1 00 representing an arbi- 
trary number of clients which may be provided and 
which may be enabled to generate client requests. Fur- 
ther, a server system represented by the processing 
20 servers 200, 300 and 400 is provided. These processing 
servers provide services which are requested by the re- 
quest of client 100. The number of processing servers 
arranged in the server system is not limited to the three 
depicted processing servers. The processing servers 
25 represent an arbitrary number of processing servers 
which may be provided. Each processing server 
(processing server 200, 300 and 400) of the server sys- 
tem comprises a load balancing unit, i.e. load balancing 
units 210, 310 and 410 all able to distribute incoming 
30 requests such as a request of client 100 onto the 
processing servers 200, 300 and 400. The load balanc- 
ing units included in the processing servers 200, 300 
and 400 can be operated in two different operation 
modes, an active operation mode and a non-active op- 
35 eration mode, it should be assumed that the load bal- 
ancing unit 41 0 included in the processing server 400 
operates in an active mode wherein the load balancing 
units 210 and 310 of the respective processing servers 
200 and 300 operate in non-active modes. 
40 [0049] The processing servers 200, 300 and 400 may 
be part of a local area network and the client 1 00 is able 
to access the local network through a communication 
link. The communication link may designate the possi- 
bility of data exchange between client and a respective 
45 server. The communication link may therefore define a 
virtual connection which may be established via differ- 
ent physical media based on various communication 
systems each able to transmit data. The communication 
link may be understood as a transmission path over 
50 which data may be exchanged by processing devices. 
The communication links or transmission paths may be 
bidirectional in order to allow transmission and receiving 
by each connected processing device. 
[0050] It should be understood that the link or com- 
55 munication link, respectively, as defined above may rep- 
resent various communication links of any kind, which 
may be defined as having a physical or virtual connec- 
tion which enables devices involved in the connection 
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to transmit and receive electronic and other data be- 
tween each other. Moreover communication links based 
on different transfer and/or transmission media may be 
combined. 

[0051 ] Usually, processing devices such as client 1 00 
or processing servers 200, 300 and 400 may be con- 
nected to a network system which enable data ex- 
change between these processing devices. Local area 
networks (LAN) as also wide area networks (WAN) are 
well known and used for connecting processing devices. 
The internet, a public wide area network provides addi- 
tionally to connect the separated local area and wide 
area networks and may be accessed via different dedi- 
cated communication links. 

[0052] Often access to local and wide area networks 
is established by using the service of a network provider. 
Usually, network service providers provide access to lo- 
cal or wide area networks via special dial-in servers. The 
dial-in servers enable data exchange between process- 
ing devices connecting via the above described commu- 
nication links to processing devices connected to the di- 
al-in server usually via a local or wide area network. Net- 
work service providers are usually used to access the 
Internet. Corresponding services may be also provided 
by companies allowing their employee to access the 
company's own local area network or wide area net- 
work. These dial-in servers can be connected using var- 
ious communication links like wireless links, analog and 
digital telephone lines. 

[0053] Moreover, the arrangement of the processing 
servers 200, 300 and 400 is also not limited to a local 
area network. The processing server 200, 300 and 400 
may be arranged as a part of a wide area network. 
[0054] In the following the client is described in detail. 
[0055] The client 100 may be a general purpose 
processing device such as a personal computer, a mo- 
bile phone, a data organizer having suitable code sec- 
tions, components and elements to connect to the serv- 
er systems. This processing device executes software 
programs which are able to generate requests for a 
processing server, able to transmit the requests, able to 
receive request responses and able to react according 
to request responses of the processing server. In order 
to generate requests dedicated for a processing server 
and react accordingly to the request response of the 
processing server a so called client software program is 
executed on the processing device. The transmitting 
and receiving of the exchanged data may be executed 
by additional software tools according to the kind of 
communication link used for connecting the server sys- 
tem. The client 1 00 generates a request which instructs 
a processing server to generate an according request 
response. This request can include instructions to re- 
trieve and return data out of a database, files out of a 
file storing server or mark-up language based data like 
a web-page. The request may also include instructions 
which make it necessary to execute applications on the 
processing server to generate the respective request re- 



sponse. In order to route the client request to the ad- 
dressed processing server the requests include a server 
address. 

[0056] In the following the processing servers and the 
5 included load balancing units therein are described in 
detail. 

[0057] Each processing server 200, 300 and 400 in- 
clude the load balancing units 21 0, 31 0 and 41 0, respec- 
tively. The processing servers 200, 300 and 400 may be 

io constituted by a data processing device distinguished 
by a large capacity in order to handle a large number of 
client requests. The processing servers 200, 300 and 
400 as also the load balancing units 210, 310 and 410 
may be operated on the respective data processing de- 

15 vice independently. This implies, for example, that 
processing server 400 provides server services and pro- 
vides simultaneously load balancing services for the 
whole server system. The different services may be pro- 
vided by a processing server unit and a load balancing 

20 unit Included in the processing server 400. These units 
may be dedicated data processing units or may be re- 
alized by program sections at the processing device. 
The processing servers 200 and 300 may have the 
same composition of processing server unit and load 

25 balancing unit as the above illustrated processing server 
400. 

[0058] One included load balancing unit of the server 
system is in the active operation mode which means that 
the active load balancing unit receives the client re- 
st? quests and carries out the load balancing of the client 
requests. The other remaining load balancing units of 
the server system are in non-active operation modes. 
According to the one embodiment load balancing unit 
41 0 of processing server 400 is active wherein load bal- 
35 ancing units 310 and 210 are non-active. Non-active 
load balancing units receive no client requests. 
[0059] Requests of clients are typically routed through 
networks in order to reach the concerning recipient. 
Hence, an unambiguous addressing method is usually 
40 provided in order to address single components of a net- 
work like a processing server, single connected compu- 
ter and the like. Further, a service provided by a process- 
ing server or a server system may be usually addressed 
using a single default address. In case of a server sys- 
45 tern the single address is assigned to the load balancing 
unit responsible for balancing the load of the server sys- 
tem caused by client requests. The distribution of client 
requests require valid single server addresses to ad- 
dress each server Independently. In order to provide a 
50 default valid address for the server system the default 
address is assigned to the active load balancing unit 
410. Incoming client requests addressed to the default 
address of the server system are routed to the active 
load balancing unit. Consequently, the processing serv- 
55 er including the active load balancing unit may have two 
different valid addresses wherein one address is as- 
signed to the server services and the other address is 
assigned to the load balancing services. This address 
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distribution enables to route first client requests to the 
load balancing unit and also enables direct accesses of 
the clients to the dedicated server services. 
[0060] In the following the active and non-active load 
balancing units included in the single processing serv- 
ers of the server system are described. The description 
of the load balancing units will give an overview of the 
load balancing unit operation and the handling of client 
requests. A detailed description of the load balancing 
units operated in active operation mode will follow with 
reference to Fig. 3a. A further detailed description of the 
load balancing units operated In non-active operation 
mode will be given with respect to Fig. 4a and Fig. 4b. 
[0061 ] The load balancing units 21 0, 31 0 and 41 0 are 
included in the single processing servers 200, 300 and 
400 of the server system. The processing server 400 
includes the active load balancing unit 41 0 of the server 
system. The processing servers 200 and 300 include 
identical load balancing units 210 and 310 operating in 
non-active operation modes. 

[0062] The active load balancing unit 410 balances 
the load of the server system constituted of a plurality 
of processing servers. The active load balancing unit 
41 0 comprises suitable components for receiving client 
requests, balancing of the processing load of the server 
system or selecting of a processing server of the server 
system, respectively, and establishing of a communica- 
tion link. A first client request may be generated by client 
100 and routed via communication link 1.1 and 1.2 to 
the active load balancing unit 410. The client request 
may be addressed to the default address of the server 
system wherein the default address is assigned to the 
active load balancing unit 41 0 of the server system. 
[0063] The client request may be transmitted through 
a suitable link 1 .1 and further through the internet 110. 
The communication link 1 .1 enables to transmit and re- 
ceive data via the internet to a connected processing 
device thereof. The suitable link 1.1 may be a commu- 
nication link using analog or digital telephone lines, ded- 
icated connection lines, digital subscriber lines (DSL) or 
wireless communication, like wireless local area net- 
work (WLAN) links, Bluetooth links or wireless links via 
a mobile communication system (GSM, UMTS, DCS 
etc.). Usually, these communication lines and links are 
used to access a service provider. Network service pro- 
viders provide access to local or wide area networks via 
special dial-in servers. The dial-in servers enable data 
exchange between processing devices connecting via 
the above described communication lines and links to 
processing devices connected to the dial-in server usu- 
ally via a local or wide area network. Herein, internet 
service providers may enable a communication link to 
the internet. Corresponding services may be also pro- 
vided by companies allowing their employee to access 
the company's own local area network or wide area net- 
work. These dial-in servers can be connected using var- 
ious communication links like wireless links, analog and 
digital telephone lines. 



[0064] The server system may be connected to the 
internet in a suitable way. The active load balancing unit 
410 selects a processing server for serving the request 
according to the instructions included in the client re- 
5 quest of client 100. Several methods may be used for 
selecting a processing server of the server system In 
order to balance the load of the server system in a effi- 
cient and adequate way. Possible methods will be de- 
scribed below with respect to Fig. 3a. 
10 [0065] The active load balancing unit 410 assigns a 
processing server for serving the client request to client 
100 by re-directing the client request to the selected 
processing server. The re-direction of the client 100 to 
a selected processing server may be carried out by 
15 transmitting a re-direction notification from the active 
load balancing unit as response to the first client re- 
quest. The re-direction may contain instructions in- 
structing the client 100 to direct the client request to the 
selected processing server. These instructions may 
20 contain the dedicated address of the selected process- 
ing server In reference to Fig. 2, the selected process- 
ing server may be processing server 200. Therefore, the 
re-direction notification contains the address of process- 
ing server 200. The re-direction notification Is transmit- 
25 ted via communication link 1 .3 and 1 .4 to the client 1 00. 
The client 100 may generate a client request similar to 
the client request which was transmitted to the active 
load balancing unit before. Instead of using the default 
address of the server system the address of processing 
30 server 200 contained in the re-direction notification is 
used for generating the client request. The resulting cli- 
ent request is transmitted via communication link 1 .6 to 
the selected processing server directly. The address of 
the selected processing server 200 may enable to es- 
35 tablish a direct communication link between client 100 
and selected processing server 200 without involving 
the active load balancing unit of the server system. The 
active load balancing unit of the system balances only 
first requests of clients. Following data exchange be- 
40 tween the selected processing servers and clients is 
transmitted via direct communication links. 
[0066] The non-active load balancing units 210 and 
31 0 are not involved in the current balancing of the load 
of the server, system. The non-active load balancing 
« units 21 0 and 31 0 may be able to take over the balanc- 
ing of the load of the server system at any time since 
each load balancing unit 21 0, 31 0 or 41 0 comprises the 
same components for operating the balancing. The non- 
active load balancing units 21 0 and 31 0 check the prop- 
50 er operation of the active load balancing unit 41 0 from 
time to time or in regular intervals of time. The check 
may be carried out as a simple reply test on a simple 
network request like a ping test or a more trustworthy 
check including a check of the selection operation of the 
55 active load balancing unit 41 0. Possible methods to car- 
ry out the check on the operation of the active load bal- 
ancing unit 41 0 will be described below more precisely 
with respect to Fig. 4a and Fig. 4b. In case of failure of 
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the operation of the active load balancing unit 410 the 
current checking non-active load balancing unit re-con- 
figures and takes over the balancing of the load of the 
server system. The re-configuration involves a new rout- 
ing of the client request directed to the default address 
of the server system in order to exclude the defective 
active load balancing unit from the load balancing proc- 
ess of the server system. 

[0067] It may be noted that the differentiation of the 
several components comprised in the active load bal- 
ancing unit and the non-active load balancing unit has 
been done to structure the description of the embodi- 
ment of the invention in a suitable way and to ease un- 
derstanding of the embodiment. It should be understood 
that the components of the active load balancing unit 
and the non-active load balancing unit are all comprised 
in each load balancing unit independent of the operation 
mode. Hence, the operation modes of the load balanc- 
ing unit may be changed during operation offering a fail- 
ure redundant load balancing system to ensure acces- 
sibility of the server system during the whole period of 
operation. 

[0068] In the following an embodiment of the process- 
ing server included load balancing unit operating in ac- 
tive operation mode will be illustrated with respect to Fig. 
3a. Therefore, Fig. 3a shows a block diagram of a 
processing server 400 including the active load balanc- 
ing unit 410 according to an embodiment of the inven- 
tion. Fig. 3a shows a communication link 1 .2 used by an 
incoming client request and a communication link 1.3 
used by an outgoing client request response. 
[0069] The active load balancing unit 410 balances 
the load for the plurality of processing servers, e.g. 
processing server 200, 300, and 400, of the server sys- 
tem. 

[0070] In the following the active load balancing unit 

41 0 will be described in detail. 

[0071] The active load balancing unit 41 0 is provided 
with a receiving component 411 for receiving client re- 
quests from the client 100. The receiving component 

411 may be constituted by a data processing device or 
a program section executed at the active load balancing 
unit 410 in connection to the client 100 via the above 
described network and communication links. The re- 
ceiving component 41 1 may be realized by a server ex- 
ecutable script or a program section executed at the 
server which includes the load balancing unit. 
[0072] Further, the active load balancing unit 41 0 may 
comprise a selection component 413 for selecting at 
least one of the processing servers 200, 300 and 400. 
The selection component 413 is in connection with the 
receiving component 41 1 for obtaining the client request 
of the client 100 or for obtaining information contained 
in the client request. The selection component 413 may 
be a dedicated data processing unit or may be a plurality 
of Interconnecting data processing units or may be re- 
alized by a program section executed at the active load 
balancing unit 410. The selection component 413 may 



be realized by a server executable script or a program 
section executed at the server which includes the load 
balancing unit. Upon receiving a client request or infor- 
mation contained in the client request the selection com- 

5 ponent 41 3 selects at least one of the processing serv- 
ers 200, 300 and 400 for serving the request. 
[0073] In order to assign a processing server for serv- 
ing and processing the client request the selection com- 
ponent 413 maintains a list of all available processing 

10 servers, in case of a first embodiment with respect to 
Fig. 2 the list encloses the processing servers 200, 300 
and 400. Further, the selection component 413 may 
maintain information on location of the clients and the 
available processing servers and/or their relative 

15 processing load, for example a load due to the client re- 
quests. The processing servers may report their 
processing load to the selection component 413 of the 
active load balancing unit 410 from time to time or in 
regular intervals of time. Using the individual load of 

20 each processing server of the server system may allow 
the active load balancing unit to select a processing 
server such that the total processing server load is 
equally distributed over alt processing servers of the 
server system in order to ensure equal relative process- 
es ing server loads. Corresponding method allow to esti- 
mate a relative processing server load even if the 
processing servers are non homogeneous, e.g. data 
processing devices of different processing capability. 
[0074] The content served by the server system en- 

30 closing processing servers 200, 300 and 400 may be 
split. Basically, server systems can be divided by the ar- 
rangement of content in two classes. Mirroring server 
systems are distinguished by identical content com- 
prised by the processing servers which may be served 

35 by each processing server of the server system to re- 
questing clients. Content distributed systems are distin- 
guished by different content of the processing servers 
of a server system. A requesting client may have to be 
assigned to a certain processing server of respective 

40 content. The active load balancing unit 41 0 maintains a 
list of content each processing server comprises such 
that client requests containing a request for a certain 
part of content can be directed to the respective 
processing server containing the respective part of con- 

45 tent. 

[0075] . Moreover, the selection component 413 may 
maintain information on a client request history compris- 
ing for example an identity of requesting clients, re- 
quested service of the processing servers and process- 

so ing servers previously selected for serving of previous 
clients in order to enable a grouping of the client request 
and to assign requests of a certain client to one certain 
processing server. Further, a processing server can be 
selected such that requests from a client 100 will be 

55 grouped onto one processing server. 

[0076] Upon receiving a request from a client 100 at 
the active load balancing unit 41 0 the selection compo- 
nent 413 may select a processing server located close 
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to the client 100. A client identity contained in the client 
request allows to select a respective processing server. 
[0077] In brief, the selection of the processing server 
may be based on at least one of the following opera- 
tions: 

a server load or a relative server load, respectively, 
a certain requested server content wherein the 
server content is distributed over the plurality of 
processing servers of the server system, 
a client and/or server identity and/or 
- a server and/or client location. 

[0078] Further, the active load balancing unit 41 0 may 
comprise a communication component 412 allowing to 
establish a communication link between the client 1 00 
and the selected processing server. An uninterrupted 
and immediate link between client 100 and selected 
processing server Is established without involving the 
active load balancing unit 410. Therefore the client 1 00 
is instructed by the active load balancing unit 41 0 to es- 
tablish such an immediate link to the selected process- 
ing server. 

[0079] The communication component 412 may be 
constituted by a dedicated data processing device, con- 
nected to the selection component 413 for obtaining in- 
formation on the selected processing server therefrom 
or by a code section executed at the active load balanc- 
ing unit. The communication component 41 2 may be re- 
alized by a server executable script or a program section 
executed at the server which includes the load balanc- 
ing unit. Further, the communication component 412 
may provide the required tools for contacting the select- 
ed processing server in order to prepare the establishing 
of a direct communication link between client 100 and 
selected processing server wherein no load balancing 
unit is in between. The establishing of a direct commu- 
nication link between client 100 and processing server 
may include additional processing server related infor- 
mation which are obtained by the active load balancing 
unit from the processing server and transmitted to the 
client 1 00 in order to enable the client 1 00 to include this 
information in a request transmitted directly to the se- 
lected processing server enabling a direct communica- 
tion link. 

[0080] A software tool for balancing a processing load 
in a network may be provided. The software tool may 
comprise program portions for carrying out the opera- 
tions and/or functions of the aforementioned active load 
balancing unit and non-active load balancing unit when 
the software tool is implemented in a computer program 
and/or executed. 

[0081] A computer readable medium may be provid- 
ed, having a computer program recorded thereon, 
where the program or server executable script are to 
make a computer or a system of data processing devic- 
es execute functions of the active operation mode and 
non-active operation mode of the load balancing unit in- 



cluded in the processing server. A computer readable 
medium can be a magnetic or optical or other tangible 
medium suitable for recording a respective program 
thereon, but can also be a signal, e.g., analog or digital, 
s electromagnetic or optical, in which the program is em- 
bodied for transmission. 

[0082] Further, a computer program product may be 
provided comprising the computer readable medium. 
[0083] In the following a further embodiment of the 

w present invention will be described with respect to Fig. 
3b. Fig. 3b shows a flow diagram illustrating a sequence 
of processing operations executed by a load balancing 
unit with respect to Fig. 3a. Additionally, reference will 
also be made to the above described Fig. 3a in order to 

'5 complete the view of the load balancing processing op- 
erations described in Fig. 3b. 

[0084] In an operation S1 0 the client 1 00 generates a 
client request. The client request may contain a request 
for retrieving a part of the content of the server system, 

» like requesting for a certain database content or mark- 
up language based content. The request may also con- 
tain a request for execution of an application executable 
on the servers. The client request may be generated by 
a certain request generating program executed at the 

?5 client 1 00. The execution may be further Invoked by user 
activities but may be also an automatically generated 
request. The request may include additionally informa- 
tion on the client such as identity or location information. 
[0085] In an operation S1 1 the client request is trans- 

30 mitted from the client 100 to the active load balancing 
unit (L/B) 41 0. The transmission may be routed through 
different kinds of networks and/or communications links 
like above described. 

[0086] In an operation S1 2 the load balancing unit 410 
35 selects a processing server of the server system to 
serve the request of client 1 00. The active load balanc- 
ing unit 410 selects the processing server according to 
the information available to the active load balancing 
unit 410. 

40 [0087] After selecting the processing server, for ex- 
ample processing server 200, by the active load balanc- 
ing unit 410 the selected processing server may be in- 
formed of the client request and be prepared for serving 
the client request according to the information contained 

« in the client request of client 1 00. The selected process- 
ing server may be informed in order to authorize the di- 
rect access of the client 1 00 or may be informed to start 
a certain application corresponding to the client request. 
The authorization may be based on an identity of the 

so client contained in the client request or special authen- 
ticating information provided by the client and contained 
in the client request. 

[0088] According to the selection of the active load 
balancing unit 410 in an operation S13 a notification is 
>5 retransmitted from the active load balancing unit 41 0 to 
the client 100 including an instruction for accessing the 
selected processing server. The notification may include 
an instruction for re-directing the client request of client 



10 



19 



EP1 307 018 A1 



20 



100 transmitted to the load balancing unit in operation 
S11. 

[0089] In an operation S1 4 the client 1 00 transmits a 
following request to the selected processing server. The 
client request may be transmitted again now directed to s 
the selected processing server, for example processing 
server 200, according to the contained re-direction in- 
formation of the notification of the active load balancing 
unit 410. This request to the selected processing server 
may contain additional information included in the noti- io 
fication which was transmitted from the active load bal- 
ancing unit 410 to the client 100 in operation S13. 
[0090] In an operation S15 the selected processing 
server receives the client request routed directly from 
the client 100 according to the re-direction notification 15 
of the active load balancing unit 410 and establishes a 
direct communication link in order to serve according to 
the client request. The client request may involve in- 
structions to retrieve part of the server content or to ex- 
ecute a certain application executable on the server. 20 
[0091] Due to the fact that the client 100 may be in- 
structed by the active load balancing unit 41 0 to re-direct 
the request directly to the selected processing server 
200 load balancing of the server system is performed 
only on the first transmission of the client request. Fur- 25 
ther data exchange initiated by the client request be- 
tween selected processing server 200 and requesting 
client 100 may use the established direct communica- 
tion link and therefore may not be relayed by the active 
load balancing unit 41 0. 30 
[0092] In the following embodiments of the interoper- 
ation of the active load balancing unit and the non-active 
load balancing units both included in the single process- 
ing servers of the server system will be illustrated with 
respect to Fig. 4a, 4b and 4c. Different embodiments of 35 
the interoperation involve different kind of components 
performing the interoperation between active load bal- 
ancing unit and non-active load balancing units. 
[0093] Therefore, Fig. 4a shows a first block diagram 
illustration an active load balancing unit 41 0 and a non- 40 
active load balancing unit 210 according to an embodi- 
ment. The load balancing units are integrated in the re- 
spective processing servers 400 and 200. A communi- 
cation link 2.1 allows data exchange between the load 
balancing units. The non-active load balancing unit 210 4$ 
represents an arbitrary number of non-active load bal- 
ancing units. According to an embodiment of the inven- 
tion, each processing server includes a load balancing 
unit, wherein one of the included load balancing unit is 
operated as active load balancing unit and the remain- 50 
ing other load balancing units are operated as non-ac- 
tive load balancing units. The Interoperation of the active 
load balancing unit and the non-active load balancing 
units of the server system is described as an example 
involving an active load balancing unit 41 0 and one non- 55 
active load balancing unit 210 of the plurality of non-ac- 
tive load balancing units. 

[0094] In the following the non-active load balancing 



unit 21 0 will be described in detail. Each non-active load 
balancing unit of the server system is able to take over 
and carry out the operation of an active load balancing 
unit. Therefore, further suitable components are includ- 
ed in the load balancing units to enable the take over of 
the load balancing in case of a failure of the active load 
balancing unit 410. 

[0095] The term active load balancing unit describes 
a load balancing unit balancing the load of a server sys- 
tem. The operation of an active load balancing unit is 
described above in view of embodiments according to 
the method of the present Invention. The term non-ac- 
tive load balancing unit describes a load balancing unit 
which is not involved in balancing of the load of the serv- 
er system. But the non-active load balancing units are 
operated as back-up load balancing units in case of a 
failure of the active load balancing units. 
[0096] In order to determine a failure of the active load 
balancing unit 410 each non-active load balancing unit 
may comprise a checking component for checking the 
operation of the active load balancing units. The check- 
ing component may be a constituted by a data process- 
ing device or a program section executed at the non- 
active load balancing unit 21 0. The checking may be re- 
alized by a server executable script or a program section 
executed at the server which includes the load balanc- 
ing unit. In case of a failure of the active load balancing 
unit 41 0 the checking component for checking the op- 
eration of the active load balancing unit allows the non- 
active load balancing unit 210 to recognize the failure 
and to take over the load balancing operation of the 
server system. The checking of the operation of the ac- 
tive load balancing unit is performed from time to time 
or in regular intervals of time. 

[0097] A dedicated communication link 2.1 may ena- 
ble the communication between the non-active load bal- 
ancing unit 21 0 and the active load balancing unit 410. 
This communication link 2.1 may be used to transmit 
suitable requests generated at the non-active load bal- 
ancing unit 21 0 to the active load balancing unit 41 0. A 
respective request response may allow to check the op- 
eration of the active load balancing unit 410. In case of 
a missing request response within a certain pre-defined 
period of time or an incorrect request response the non- 
active load balancing unit 21 0 recognizes the failure of 
the active load balancing unit and may take over and 
carry out the balancing of the processing load of the 
server system. 

[0098] It might also be possible that the active load 
balancing un it 41 0 transmits independently operation in- 
formation to the non-active load balancing units in reg- 
ular intervals of time. Missing operation information 
within a certain pre-defined period of time may lead to 
the take over and cany out of the load balancing of the 
server system by a corresponding non-active load bal- 
ancing unit. 

[0099] The communication link 2.1 may be estab- 
lished via the network connecting the processing serv- 
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ers of the server system. The communication link 2.1 
may be established by a separate communication line 
especially dedicated to check the operation of the active 
load balancing unit 410. Such communication lines 
known as heartbeat lines are used for connecting back- 
up servers. The active unit generates a periodic signal 
on the heartbeat line indicating proper operation. A 
missing signal on the heartbeat line signalizes a failure 
of the signal generating component. A heartbeat signal 
may be also transmitted via a communication network 
like a local area network connecting the processing 
servers of the server system. 

[0100] The non-active load balancing unit 210 com- 
prises additional a re-configuration component 235 for 
re-configuring from non-active operation mode to active 
operation mode. The re-configuration component 235 
may be constituted by a data processing device or a pro- 
gram section executed at the non-active load balancing 
unit 210. The re-configuration component may be real- 
ized by a server executable script or a program section 
executed at the server which includes the load balanc- 
ing unit. The re-configuration component may perform 
the re-configuring of the client request routing since the 
' new active load balancing unit is included in another 
processing server and therefore, first client request are 
routed to the respective processing server. 
[0101] The client requests may be routed automati- 
cally to the respective new active load balancing unit. 
The active load balancing unit are aiways addressable 
by the default unique network address of the server sys- 
tem to which the client request are directed. Since the 
default network address is automatically assigned to the 
new active load balancing unit or processing server in- 
cluding the new active load balancing unit, respectively, 
during the re-configuration procedure the client request 
are also automatically routed to the respective process- 
ing server including the new active load balancing unit. 
The server system may serve the corresponding serv- 
ices despite of the defective active load balancing unit 
since a re-configured new active load balancing unit is 
available for load balancing after the re-configuration. 
[0102] The default network address of the system 
may be known by each load balancing unit. The active 
load balancing unit sets this default network address as 
valid and identifies itself as the respective network de- 
vice to which first client requests directed to the default 
address of the server system are delivered. The non- 
active load balancing units may not set the default net- 
work address as valid so that first client requests are not 
delivered to the respective servers including the non- 
active load balancing units. In case of a re-configuration 
one of the non-active load balancing units takes over 
and carries out the balancing of the load of the server 
system. This involves a setting valid of the default net- 
work address. 

[0103] Further, a network address distributing server 
may report the default network address to the load bal- 
ancing units in case of a re-configuration. Correspond- 



ingly, a re-configuration involves a request transmission 
of a reconfiguring non-active load balancing unit to this 
dedicated server and the server transmits the default 
address to the re-configuring non -active load balancing 
5 unit. This may enable the re-configuring non-active load 
balancing unit to set the default address so that client 
requests are automatically routed to the re-configured 
new active load balancing server. A dedicated network 
address distributing server may also ensure that only 
10 one load balancing unit is in active operation mode at a 
time. The default network address is only transmitted to 
a non-active load balancing unit enabling the re-config- 
uration if the address is not used in the network which 
latter case is present if the former active load balancing 
15 unit is defective. 

[01 04] The checking operations of the non-active load 
balancing units may be synchronized such that the 
checking operations of the different non-actfve load bal- 
ancing unit do not interfere with each other. The check- 
20 ing operation may be timed by a timing table included 
in each load balancing unit. The interval between the 
checking operations of the different non-active load bal- 
ancing units may be defined such that the checking op- 
eration of a non-active load balancing unit is finished 
25 before a new checking operation is started. This timely 
controlled sequence of checking operation may also en- 
sure that only one load balancing unit is in active oper- 
ation mode at the same time. 

[01 05] The interval of the checking operation may be 
w for example an interval of 2 min to 5 min. The interval 
may have to be defined according to the needs of ac- 
cessibility of the server system and the network load due 
to the checking requests. In case of simple checking re- 
quest, such as a ping operation, the interval may be de- 
s fined short since such checking requests do not gener- 
ate considerable network load. 

[0106] The re-configuration component 235 may 
comprise a re-starting component for re-starting a de- 
fective active load balancing unit 410. The re-starting 

o component may be constituted by a data processing de- 
vice or a program section executed at the non-active 
load balancing unit 21 0. The re-starting component may 
be realized by a server executable script or a program 
section executed at the server which includes the load 

s balancing unit. After a re-start of a defective load bal- 
ancing unit this load balancing unit is ready to take over 
again the load balancing of the system in case of a re- 
peated failure of the active load balancing unit of the 
server system. Further, a re-start of the defective load 

> balancing unit may ensure that only one active load bal- 
ancing unit is operated to balance the load of the server 
system. The re-start of the defective active load balanc- 
ing unit may also include a re-start of the processing 
server including the defective active load balancing unit. 

'> The re-start of the processing server may be necessary 
since a defective active load balancing unit may have 
an unfavorable effect on the operation of the processing 
server operation or the failure of the active load balanc- 



12 



23 



EP1 307 018 A1 



24 



ing unit may be caused by the failure of the processing 
server including the defective active load balancing unit. 
[0107] In the following further embodiments of the 
non-active load balancing unit 21 0 interacting with a ac- 
tive load balancing unit 41 0 according to the invention 5 
will be described in more detail with respect to Fig. 4b 
and 4c. The following embodiments are distinguished 
by different realizations of the checking component in- 
volving further suitable components. A plurality of pos- 
sible realizations may be conceivable. The following ex- 10 
amples shall enlighten this aspect and shall not be in- 
terpreted as limiting. 

[0108] The non-active load balancing unit 210 may 
comprise a request generating component 230 for gen- 
erating a request, a request transmitting component 231 is 
for transmitting this request to the active load balancing 
unit 410 and a receiving component 232 for receiving 
the corresponding request. response from the active 
load balancing unit 410. The request generating com- 
ponent 230, the request transmitting component 231 20 
and the request response receiving component 232 
may be constituted by a data processing device or a pro- 
gram section executed at the non-active load balancing 
unit 210. The request generating component 230, the 
request transmitting component 231 and the request re- 25 
sponse receiving component 232 may be realized by a 
server executable script or a program section executed 
at the server which includes the load balancing unit. The 
non-active load balancing unit 21 0 involves the request 
generating component 230, the transmitting component 30 
231 and the request response receiving component 232 
to checks the operation of the active load balancing unit 
410 from time to time or in regular time intervals. The 
respective request response indicates proper operation 
of the active load balancing unit 41 0. The request may 35 
be transmitted from the request transmitting component 
231 via a communication link 2.2 to a respective receiv- 
ing component of the active load balancing unit 410. 
Further the request response of the active load balanc- 
ing unit 410 is re-transmitted via a communication link 40 
2.3 to the request response receiving component of the 
non-active load balancing unit 21 0. The communication 
links may be established through the communication 
network connecting the processing server of the server 
system. A local area network connects the processing 45 
server of the server system. Naturally, all kind of a 
processing server connecting network may be able to 
establish the respective communication links between 
the active load balancing unit 410 and the non-active 
load balancing unit 21 0. 50 
[01 09] It may be possible to generate a request similar 
to a client request such as client 1 00 in order to check 
the operation of the active load balancing unit 41 0. The 
usage of a request similar to a client request may also 
be possible since this request is handled by the active 55 
load balancing unit 41 0 comparable with a client request 
which means that load balancing functions of the active 
load balancing unit 41 0 have to be executed in order to 



generate the respective request response in kind of a 
client request response. For example, the non-active 
load balancing unit 210 requests a certain service of the 
server system transmitting this request to the default ad- 
dress of the server system for serving. The non-active 
load balancing unit request is automatically routed to the 
active load balancing unit 410. Appropriately, the func- 
tions for load balancing of the server system of the active 
load balancing unit are all involved since the active load 
balancing unit can not distinguish between a client re- 
quest, e.g. of a client 100, and the request generated 
and transmitted by the non-active load balancing unit 
210. The active load balancing unit selects a processing 
server of the server system to serve the non-active load 
balancing unit request and transmits a re-direction no- 
tification to the non-active load balancing unit 210. The 
receiving component 232 for receiving the request re- 
sponse of the active load balancing unit 41 0 recognizes 
the request response. 

[0110] The non-active load balancing unit 21 0 may be 
informed that the active load balancing unit 410 oper- 
ates properly. Further, the non-active load balancing unit 
210 may decode the request response and may check 
additionally whether the containing data are valid corre- 
sponding to the generated request or not. This may en- 
able an additional check of the operation of the active 
load balancing unit 410 due to the selection capability. 
[01 1 1] The possibility of generating a certain request 
by the non-active load balancing unit 21 0 may also en- 
able to generate a special L7B request instructing the 
active load balancing unit 410 to respond with a special 
US request response. The L7B request and the L/B re- 
quest response may enable to exchange load balancing 
status information, particularly to transmit status infor- 
mation from the active load balancing unit 410 to the 
non-active load balancing units, like the non-active load 
balancing unit 210. 

[0112] In the following a further embodiment of the 
non -active load balancing unit 21 0 interacting with a ac- 
tive load balancing unit 410 according to the invention 
will be described in more detail with respect to Fig. 4c. 
The following embodiment are distinguished by different 
realizations of the checking component involving further 
suitable components. 

[0113] The load balancing process of the server sys- 
tem requires temporary status information of the server 
system, like processing load of each processing server 
that is sent to the active load balancing unit, but also 
cumulates temporary status information concerning the 
client requests, like client grouping information. This sta- 
tus information may be advantageous to be transmitted 
in regular intervals of time to the non-active load balanc- 
ing unit 210. The transmitted status information may en- 
able the non-active load balancing unit 210 after a re- 
configuration to an active load balancing unit to continue 
load balancing of the server system on the basis of the 
cumulated status information of the replaced former ac- 
tive load balancing unit. It may be noted, that the status 
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information transmission enables the take over and car- 
ry out of the load balancing without disturbance of the 
active load balancing process of the server system or 
with at least only few disturbances apparent for the re- 
questing clients, like client 100. The Interruption of the 
server system due to the failure of the active load bal- 
ancing unit may be shorten in case of transmitted load 
balancing status information to the replacement load 
balancing unit before failure. Particularly for example, 
since the replacement load balancing unit may not have 
to determine the status of the processing servers of the 
server system and related information necessary for 
balancing of the load. 

[0114] In principle, a defective active load balancing 
unit may be recognized by a missing request response 
within a certain pre-defined period of time or by an 
invalid content of the request response. 
[0115] The load balancing status information may 
comprise temporary information related to the load bal- 
ancing of the server system. In principle, all temporary 
information which are accumulated during load balanc- 
ing operation and of interest for proper load balancing 
may be included in the status information. 
[0116] The load balancing status information may be 
based on at least one of the following points: 



list of current available processing servers and 
server related information like identity and/or loca- 
tion, 

- list of current requesting clients and client related 
information like identity and/or location, 
list of current grouped clients, 
processing load of the servers or relative process- 
ing load of the servers, respectively. 

[0117] Further not represented information may be 
possible to be included in the load balancing unit status 
information. 

[0118] A list of current available processing server 
may be important in order to prevent the re-direction of 
a client request to a defective or currently not operated 
processing server. Further, server related information 
may be important due to changing content of the 
processing server which can be coded in the identity of 
the processing server or the location of the processing 
server due to a re-addressing or changing addresses of 
the processing server. A list of current requesting clients 
may be important for continuing balancing of the server 
system without disturbances in case of a exchange of 
the active load balancing unit. All related and available 
information on client may be additionally included in a 
list of current requesting clients. A list of grouped clients 
may allow to continue the grouping of the client with re- 
spect to certain allocated processing serversof the serv- 
er system. The load of the processing servers of the sys- 
tem or the relative processing load of the servers, re- 
spectively, may be included. A relative processing load 
of the server may be used in combination of server sys- 



tems set up by different processing server devices, i.e. 
for example processing server of different performance, 
called in homogeneous server systems. 
[01 1 9] The non-active load balancing unit 21 0 may in- 
5 elude several components for handling the special UB 
request and UB request response. The active load bal- 
ancing unit has to include also corresponding compo- 
nents for responding to the UB request with the UB re- 
quest response containing load balancing status infor- 
*o mation. 

[0120] In principle, a defective active load balancing 
unit may be recognized by a missing request response 
within a certain pre-defined period of time or by an 
invalid content of the request response. 
[0121] The request generating component 230 may 
be employed to generate the UB request instructing the 
active load balancing unit 41 0 to generate and re-trans- 
mit the corresponding UB request response. Further, 
the request transmitting component 231 transmits the 
20 generated UB request to the active load balancing unit 
41 0 and the request response receiving component 232 
may receive the UB request response from the active 
load balancing unit 410. The information contained in 
the UB request response may be used for preparing the 
25 non-active load balancing unit21 0 for take over and car- 
ry out of the load balancing of the server system. The 
request generating component 230, the request trans- 
mitting component 231 and the request response re- 
ceiving component 232 may be constituted by a data 
so processing device or a program section executed at the 
non-active load balancing unit 210. The request gener- 
ating component 230, the request transmitting compo- 
nent 231 and the request response receiving compo- 
nent 232 may be realized by a server executable script 
35 or a program section executed at the server which in- 
cludes the load balancing unit. 

[0122] The active load balancing unit may include 
components to serve according to the transmitted re- 
quests of the non-active load balancing units, like the 

40 non-active load balancing unit 210. Therefore, a request 
receiving component 420 for receiving the UB request 
from the non-active load balancing unit 210 may be in- 
cluded. Further, a suitable request response generating 
component 421 may be included. The UB request may 

45 contain instructions for the request response genera- 
tion. The UB request response may contain temporary 
status information accumulated during the load balanc- 
ing process operated by active load balancing unit 410. 
And further, a request response transmitting component 

so 422 may be used for re-transmitting the UB request re- 
sponse to the respective non-active load balancing unit, 
for example non-active load balancing unit 210. The U 
B request receiving component 420, the request re- 
sponse generating component 421 and the request re- 

55 sponse transmitting component 422 may be constituted 
by a data processing device or a program section exe- 
cuted at the active load balancing unit 410. The UB re- 
quest receiving component 420, the request response 
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generating component 421 and the request response 
transmitting component 422 may be realized by a server 
executable script or a program section executed at the 
server which includes the load balancing unit. 
[0123] The request may be transmitted from the re- 
quest transmitting component 231 via a communication 
link 2.2 to a respective receiving component of the active 
load balancing unit 410. Further the request response 
of the active load balancing unit 410 is re-transmitted 
via a communication link 2.3 to the request response 
receiving component of the non-active load balancing 
unit 210. The communication links may be established 
through the communication network connecting the 
processing server of the server system. A local area net- 
work connects the processing server of the server sys- 
tem. Naturally, all kind of a server connecting network 
may be able to establish the respective communication 
links between the active load balancing unit 41 0 and the 
non-active load balancing unit 210. 
[0124] It may be possible to implement further func- 
tions and operations in the non-active load balancing 
unit 21 0. For example, the processing load of the server 
system which may be reported to the active load bal- 
ancing unit of the server system may be also reported 
to the non-active load balancing unit 210 of the server 
system. The processing load maybe reported from time 
to time or in regular intervals of time. Further implement- 
ed functions and operations of the non-active load bal- 
ancing units may make it necessary to include further 
suitable components corresponding to the functions and 
operations to be carried out. 

[01 25] A software tool for balancing a processing load 
in a network may be provided. The software tool may 
comprise program portions for carrying out the opera- 
tions and/or functions of the aforementioned active load 
balancing unit and non-active load balancing unit when 
the software tool is implemented in a computer program 
and/or executed. 

[0126] A computer readable medium may be provid- 
ed, having a computer program recorded thereon, 
where the program or server executable script are to 
make a computer or a system of data processing devic- 
es execute functions of the active operation mode and 
non-active operation mode of the load balancing unit in- 
cluded in the processing server. A computer readable 
medium can be a magnetic or optical or other tangible 
medium suitable for recording a respective program 
thereon, but can also be a signal, e.g., analog or digital, 
electromagnetic or optical, in which the program is em- 
bodied for transmission. 

[0127] Further, a computer program product may be 
provided comprising the computer readable medium. 
[0128] At the moment of the first start into services the 
load balancing units may operate in non-active opera- 
tion mode. The following checking of operation of the 
active load balancing unit will lead to the re-configura- 
tion of a non-active load balancing unit to active opera- 
tion mode. Hence, the server system including the load 



balancing units will configure automatically one of the 
non-active load balancing units to an active load balanc- 
ing unit. Once an active load balancing unit operates In 
the server system the remaining non-active load balanc- 

5 ing units continue the checking of the load balancing 
process and stay in the non-active operation mode until 
the active load balancing unit fails. 
[0129] Fig. 5 shows a flow diagram illustrating a se- 
quence of processing operations executed by a non-ac- 

10 tive load balancing unit with respect to an embodiment 
of the invention. 

[0130] In an operation S20 the load balancing unit 
starts in the non-active operation mode. This may be the 
default operation mode of the load balancing units start- 
's ed the first time since the load balancing units are totally 
independent and therefore without information of the 
current status of the load balancing of the system at the 
start of the operation. 

[0131] In an operation S21 the load balancing unit 
generates a request and transmits the request to the de- 
fault address of the server system. This request Is au- 
tomatically routed to the active load balancing unit of the 
server system. 

[0132] In an operation S22 the non-active load bal- 
ancing unit awaits the response of the active load bal- 
ancing unit according to the request transmitted in op- 
eration S21. The period of time valid for request re- 
sponding may be configured with respect to the server 
system and the estimated response time of the active 
load balancing unit. It may have to. be ensured that al- 
ways only one active load balancing unit balances the 
load of the server system. 

[0133] In an operation S23 a request response of the 
initiated request is received by the non -active load bal- 
ancing unit within the period of time valid for request re- 
sponding. An active load balancing unit of the server 
systems is available and accessible. The load balancing 
unit resumes in the non-active operation mode and ini- 
tiates again a new request to the active load balancing 
units within a certain period of time. The non-active load 
balancing unit may use accordingly information con- 
tained in the request response. The sequence is 
stepped back to operation S21 . 
[01 34] Moreover, a request response which is not cor- 
responding to the request initiated by the non-active 
load balancing unit may be recognized. The invalid re- 
quest response may lead to a continuation of the se- 
quence of processing operations with operation S24. 
[0135] The checking operations of the non-active load 
balancing units may be synchronized such that the 
checking operations of the different non-active load bal- 
ancing units do not interfere with each other. The check- 
ing operation may be timed by a timing table included 
in each load balancing unit. The interval between the 
checking operations of the different non-active load bal- 
ancing units may be defined such that the checking op- 
eration of a non-active load balancing unit is finished 
before a new checking operation is started. This timely 
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controlled sequence of checking operation may also en- 
sure that only one load balancing unit is in an active op- 
eration mode at a given time or at any time. 
[01 36] The interval of the checking operation may be 
for example an interval of 2 min to 5 min. The interval 
may have to be defined according to the needs ot ac- 
cessibility of the server system and the network load due 
to the checking requests. In case of simple checking re- 
quest, such as a ping operation, the interval may be de- 
fined short since such checking requests do not gener- 
ate considerable network load. 
[01 37] In an operation S24 a response of the initiated 
request is not received by the non-active load balancing 
unit within the period of time valid for request responding 
or the received request response may be invalid. In case 
of non load balancing due to failure of the active load 
balancing unit the server system can not be accessed 
by client requests. 

[0138] In an operation S25 the non-active load bal- 
ancing unit reconfigures to an active load balancing 
unit, i.e. the operation mode is changed from non-active 
to active. The default address of the server system for 
first requests is passed over to the new active load bal- 
ancing unit. A defective active load balancing unit may 
be re-started to restore proper operation of the load bal- 
ancing unit. 

[0139] The default network address of the system 
may be known by each load balancing unit. The active 
load balancing unit sets this default network address as 
valid and identifies itself as the respective network de- 
vice to which first client requests directed to the default 
address of the server system are delivered. The non- 
active load balancing units may not set the default net- 
work address as valid so that first client requests are not 
delivered to the respective servers including the non- 
active load balancing units. In case of a re-configuration 
one of the non-active load balancing units takes over 
the duty and carries out the balancing of the load of the 
server system. This involves a setting valid of the default 
network address. 

[0140] Further, a network address distributing server 
may report the default network address to the load bal- 
ancing units in case of a re-configuration. Correspond- 
ingly, a re-configuration involves a request transmission 
of a re-configuring non-active load balancing unit to this 
dedicated server and the server transmits the default 
address to the reconfiguring non-active load balancing 
unit. This may enable the re-configuring non-active load 
balancing unit to set the default address so that client 
requests are automatically routed to the reconfigured 
new active load balancing server. A dedicated network 
address distributing server may also ensure that only 
one load balancing unit is in active operation mode at a 
time. The default network address is only transmitted to 
a non-active load balancing unit enabling the re-config- 
uration if the address is not used in the network which 
latter case is present if the former active load balancing 
unit is defective. 



[01 41] The re-configuration of a load balancing unit to 
active operation mode starts the load balancing process 
of the server system operated by the respective re-con- 
figured load balancing unit. The active load balancing 
unit may perform the load balancing of the server sys- 
tem and also may be checked by the remaining non- 
active load balancing units of the server system. Tnis 
operation may be described in two separate processes 
operated simultaneously by the active load balancing 
> unit. The following Fig. 6a and 6b illustrates the proc- 
esses with respect to an active load balancing unit ac- 
cording to an embodiment of the invention. The descrip- 
tion of the active load balancing unit operation repre- 
sented by simultaneously executed separated process 
sequences may not limit the active load balancing unit 
to the described implementation of process realization. 
Different implementation may also possible for execut- 
ing the operations of the processing sequences. 
[0142] Fig. 6a illustrates a sequence of processing 
operations of the load balancing process with respect to 
the operation of an active load balancing unit according 
to an embodiment of the present invention. 
[0143] In an operation S30 the load balancing unit is 
configured to the active operation mode. The active load 
balancing unit balances the processing load of the serv- 
er system according to the above described embodi- 
ment of the present invention. This operation mode re- 
mains until the active load balancing unit fails and stops 
operation of the load balancing. 
[0144] In an operation S31 the active load balancing 
unit waits for receiving client requests. 
[01 45] In an operation S32 a client request, for exam- 
ple transmitted from client 1 00, is received by the active 
load balancing unit. 

[01 46] In an operation S33 a server of the server sys- 
tem is selected by the active load balancing unit and the 
selection component of the active load balancing unit to 
serve the request of the client. The load balancing unit 
selects the processing server according to the informa- 
tion available by the active load balancing unit either 
from information contained in the client request, like 
identity, or available information of the server system, 
like processing server load. 

[01 47] The active load balancing unit generates a no- 
tification sequence for the client in order to instruct the 
client to re-direct the client request to the selected 
processing server. The re-direction of the client request 
to the processing server allows to establish a direct com- 
munication link between client and selected processing 
server without involving the active load balancing unit 
any more. The generated notification may contain addi- 
tional information necessary to establish the direct com- 
munication link. At least a server address may be con- 
tained in the notification. 

[0148] In an operation S34 the load balancing unit 
transmits the notification to the client to instruct the client 
to re-direct the client request directly to the selected 
processing server. The re-directed client transmits a re- 
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quest corresponding to the re-direction instructions di- 
rectly to the selected processing server and may estab- 
lish a direct communication link for following data ex- 
change due to following client requests. The active load 
balancing unit is only involved in case of a new client 
request from the client if the new request is addressed 
again to the default address of the server system. After 
transmitting of the notification to the client the active 
load balancing unit waits in the following in order to proc- 
ess a next client request. The processing sequence is 
continued with operation S31 . 

[01 49] A simultaneous sequence to serve the check- 
ing request of non-active load balancing units may have 
to be set up in course of checking requests of non-active 
load balancing units which may be not similar to client 
requests. In case of checking requests generated by the 
non-active load balancing units similar to client requests 
the above described processing sequence may handle 
such requests and re-transmits re-direction notifications 
equal to re-direction notifications according to client re- 
quests. In case of certain dissimilar checking requests 
generated by the non-active load balancing units the ac- 
tive balancer unit may handle these kind of requests by 
a separate processing sequence operated simultane- 
ously to the client request processing sequence. 
[0150] Fig. 6b illustrates a sequence of processing 
operations of the checking process with respect to the 
operation of an active toad balancing unit according to 
an embodiment of the present invention. 
[0151] In an operation S40 the load balancing unit is 
configured to the active operation mode. The active load 
balancing unit balances the processing load of the serv- 
er system according to the above described embodi- 
ment of the present invention. This operation mode re- 
mains until the active load balancing unit fails and stops 
operation of the load balancing. 
[0152] In an operation S41 the active load balancing 
unit waits for receiving requests generated to check the 
operation of the active load balancing unit. 
[0153] In an operation S42 a request transmitted from 
a non-active load balancing unit, for example transmit- 
ted from the non-active load balancing unit 210, is re- 
ceived by the active load balancing unit. 
[0154] In an operation S43 the active load balancing 
unit generates a request response according to the re- 
spective request of the non -active load balancing unit. 
According to the above described embodiments of the 
invention the request may instruct the active load bal- 
ancing unit to transmit certain status information to 
check the operation of the active load balancing unit as 
well as to transfer temporary status information of the 
load balancing process in order to enable the non-active 
load balancing unit to take over and carry out the load 
balancing if necessary. 

[0155] Therefore, the load balancing status informa- 
tion may include at least one of the following points: 

list of current available processing servers and 



server related information like identity and/or loca- 
tion, 

list of current requesting clients and client related 
information like identity and/or location, 
5 - list of current grouped clients, 

processing load of the servers or relative process- 
ing load of the servers, respectively. 

[0156] In an operation S44 the request response is 
10 re-transmitted to the respective non -active load balanc- 
ing unit. The processing sequence is continued with op- 
eration S41 . 

[0157] Naturally, further simultaneous processing se- 
quences may be operated by the active load balancing 
is unit in order to enable the load balancing of the server 
system. For example, the processing load of each 
processing server of the server system may have to be 
determined by the active load balancing unit. The deter- 
mination of the processing server load may be also han- 
20 died by a request and request response method wherein 
both the active load balancing unit and the processing 
servers have to include several components for serving 
corresponding requests and request responses. More- 
over, the active load balancing unit may check similarly 
25 the accessibility of the processing servers, for example 
in a way comparable to the checking of the active load 
balancing unit by the non-active load balancing units. 
[0158] As a today's standard the internet protocol (IP) 
is used to transmit data over computer networks. A pro- 
30 tocol for transmitting data packets through communica- 
tion networks defines the encapsulation of the raw data 
sequence. To transmit data packets through communi- 
cation networks addresses of the transmitting network 
device and receiving network device are coded in addi- 
35 tion to the data sequence within the data packets ac- 
cording to the used protocol. According to the internet 
protocol each processing server has a unique world 
wide valid address known as internet protocol (IP) ad- 
dress. Clients requesting services of a dedicated 
40 processing server use the unique IP address in order to 
establish a communication link to the respective 
processing server and to enable routing of the ex- 
changed data. A server system may have defined a de- 
fault network address in order to provide the service of 
^5 the server system by a single network address. The as- 
signment to single processing servers of the server sys- 
tem may be provided by distributing devices like load 
balancing units of the server system. Further, data pack- 
ets according to the internet protocol may contain a port 
50 number in addition to the IP address. The port number 
may provide access to different services of a processing 
server since the addressed network device may distin- 
guish the purpose of the data packets by the contained 
port number. 

55 [0159] The utilization of the internet protocol (IP) and 
the corresponding IP addresses to enable access to a 
dedicate processing device is not limiting. Other transfer 
protocols and corresponding addressing methods 



25 



30 



35 



40 



45 



50 



17 



33 



EP 1 307 018 A1 



34 



thereof can be used to realize client request routing to 
a certain processing server. Commonly, internet proto- 
col is used for data exchange over networks which is 
therefore suitable to be involved in an embodiment with 
respect to the method of the invention. s 
[0160] The following further embodiment will be de- 
scribed with reference to the internet protocol (IP) and 
the internet protocol (IP) addressing method, respec- 
tively. Fig. 7a illustrates a sequence of operations of the 
communication between client, active load balancing 10 
unit and processing server with respect to a further em- 
bodiment of the invention. The client may have assigned 
an arbitrary IP address, the active load balancing unit 
may have assigned the IP address "127.128.129.130" 
and may be accessed via port 8081 of the IP stack. The is 
IP address of the active load balancing unit both the de- 
fault address of the server system and the IP address 
of the respective active load balancing unit. This ad- 
dress assignment ensures that client requests are al- 
ways routed to the active load balancing unit and the 20 
server system may be accessed by one unique world 
wide valid address independently of the real number of 
single processing server which are comprised by the 
server system. The processing server included in Fig. 
7a may have assigned the IP address 25 
"127.128.129.133° wherein server services maybe ac- 
cessed via port 80 of the IP stack. 
[0161] The processing server represent an arbitrary 
number of processing servers of the server system and 
the client represent an arbitrary number of requesting 30 
clients. Moreover each processing server includes a 
load balancing unit wherein one of the load balancing 
unit operates in active operation mode. 
[0162] The client may direct a client request to a serv- 
er system known by the default name "www.sun.com". 35 
This default name may be converted to a IP address 
using dedicated server accessible by the internet. Do- 
main name server (DNS) provide the capability to con- 
vert clear-text addresses, such like "www.sun.com", to 
the respective default IP address, herein 40 
a 127.128.129.130 D . 

[0163] In an operation 3.1 the client may generate a 
client request and transmits the client request to the net- 
work device identified by the IP address 
-127.128.129.130". Therefore, the client request is 45 
transmitted to the active load balancing unit of the server 
system identified by clear-text default address "www. 
sun.com" since the default address of the server system 
is assigned to the active load balancing unit of the server 
system. Furthermore, the request may be directed to so 
port 8081 of the active load balancing unit in order to be 
identified as a first client request which may have to be 
processed by the active load balancing unit. 
[0164] In an operation 3.2 the active load balancing 
unit may have selected a certain processing server for 55 
serving the client request. The active load balancing unit 
may generate a re-direction notification instructing the 
client to transmit a client request to the selected 



processing server. The re-direction notification may 
contain IP the address of the selected processing serv- 
er, for example with reference to Rg. 7a the IP address 
"127.128.129.133" on port 80. 
[0165] In an operation 3.3 the client may have re- 
ceived the re-direction notification and transmits an cor- 
responding client request to the selected processing 
server. The access to a different port of the IP stack may 
be advantageous because the selected processing 
server accessed by the IP address "127.128.129.133" 
maybe the processing server including the active load 
balancing unit. Using of different ports for serving load 
balancing and server services may make it easier to dis- 
tinguish client request directed to the active load balanc- 
ing unit and client request directed to a selected dedi- 
cated processing server of the server system. 
[0166] In an operation 3.4 the selected processing 
server and client may be able to establish a communi- 
cation link in order to exchange data packets without in- 
volving the active load balancing unit of the server sys- 
tem any more since the client is informed of the IP ad- 
dress of the selected processing server and only client 
request directed to the default address of the server sys- 
tem are processed by the active load balancing unit. 
[01 67] The following further embodiment will be also 
described with reference to the internet protocol (IP) and 
the internet protocol (IP) addressing method, respec- 
tively. Fig. 7b illustrates a sequence of operations of the 
communication between active load balancing unit A 
and two non-active load balancing units according to a 
further embodiment of the invention. The load balancing 
units represent an arbitrary number of load balancing 
units included in the processing servers of the server 
system. 

[01 68] The active load balancing unit A may assigned 
the IP address "127.128.129.130" which is the default 
address of the server system at the same time. Again, 
the active load balancing unit A may be accessed by the 
port 8081 of the IP stack. Moreover, the active load bal- 
ancing unit A may be included in the processing server 
which has assigned the IP address "127.128.129.131° 
and may be accessed by the IP stack port 80. Further, 
the non-active load balancing units may be not ad- 
dressed by own dedicated IP addresses but via the IP 
addresses of the respective processing server which in- 
cluded the. non-active load balancing units. Therefore, 
the non-active load balancing unit B or the correspond- 
ing processing server, respectively, may have assigned 
the IP address "127.128.129.132" and the non-active 
load balancing unit C or the corresponding processing 
server, respectively, may have assigned the IP address 
"127.128.129.133". Both non-active load balancing 
units may be also accessed via IP stack port 8081 . 
[0169] In an operation 4. 1 the non-active load balanc- 
ing unit B may transmit a checking request to the active 
load balancing unit A. The request is addressed to the 
default IP address of the server system which is as- 
signed to the active load balancing unit A. The request 



18 



35 



EP1 307 018 A1 



36 



may be addressed to IP stack port 8081 to indicate that 
the request is directed to the active load balancing unit 
A of the respective processing server including the ac- 
tive load balancing unit A. 

[0170] In an operation 4.2 the active load balancing 
unit A may re-transmit a corresponding request re- 
sponse to the non-active load balancing unit B. This re- 
quest response may be addressed to the IP address of 
the processing server including the non-active load bal- 
ancing unit B but directed to port 8081 in order to ad- 
dress the non-active load balancing unit B of the 
processing server and to separate the request response 
from client request directed to the same IP address but 
directed to the IP stack port 80. 
[0171] In an operation 4.3 the non-active load balanc- 
ing unit C may transmit a checking request to the active 
load balancing unit A. The request is addressed to the 
default IP address of the server system which is as- 
signed to the active load balancing unit A. The request 
may be addressed to IP stack port 8081 to indicate that 
the request is directed to the active load balancing unit 
A of the respective processing server Including the ac- 
tive load balancing unit A. 

[0172] In an operation 4.4 the active load balancing 
unit A may re-transmit a corresponding request re- 
sponse to the non -active load balancing unit C. This re- 
quest response may be addressed to the IP address of 
the processing server including the non-active load bal- 
ancing unit C but directed to port 8081 in order to ad- 
dress the non-active load balancing unit C of the 
processing server and to separate the request response 
from client request directed to the same IP address but 
directed to the IP stack port 80. 
[0173] The request responses may be expected by 
the respective non-active load balancing units within a 
certain pre-defined period of time. After exceeding of 
this period of time the respective non-active load bal- 
ancing unit may initiate a re-configuration process due 
to the assumption that the defective active load balanc- 
ing unit is defective. The period of time may be based 
on a typically request response duration of time of the 
active load balancing unit which* may be extended due 
to high load caused by a high number of requesting cli- 
ents. 

[0174] The non-active load balancing units may initi- 
ate the checking of the operation of the active load bal- 
ancing unit within a certain re-defined period of time. 
The checking of the operation may be performed in reg- 
ular intervals of time. This period of time may be chosen 
with regard to the necessity of accessibility of the server 
system. 

[0175] In the following the co-operation of load bal- 
ancing unit A, load balancing unit B and load balancing 
unit C will be extended to the case of a failure of the 
active load balancing unit and the replacement thereof 
by a non-active load balancing unit. 
[0176] Fig. 8 illustrates a sequence of operations of 
the communication between an active load balancing 



unit and two non-active load balancing units in case of 
a failure of the active load balancing unit with respect to 
a further embodiment of the invention. The load balanc- 
ing units represent an arbitrary number of load balanc- 
5 ing units included in the processing servers of the server 
system. 

[0177] The operations and communication between 
the load balancing unit are carried out in a timely se- 
quence. The timely sequence may be read form the di- 

10 agram top to the bottom. 

[01 78] At the beginning load balancing unit A may be 
the active load balancing unit of the server system indi- 
cated in Fig. 8 by bolded line 55 which illustrates the 
period of time of active operation mode of the load bal- 

15 ancing unit A. In accordance with Fig. 7b the active load 
balancing unit A may have assigned the default IP ad- 
dress "127.128.129.130" of the server system. Further, 
the active load balancing unit may be included in a 
processing server which may have assigned the IP ad- 

20 dress "127.128.129.131". The non-active load balanc- 
ing units B and C are included in respective processing 
servers which may have assigned the IP addresses 
"127.128.129.132" and "127.128.129.1 33", respective- 
ly. The load balancing units may be accessed using the 

25 |p stack port 8081 wherein the respective processing 
servers may be accessed using the IP stack port 80. 
[01 79] In an operation 5.0 and 5. 1 the non-active load 
balancing unit B and the non-active load balancing unit 
C check the active load balancing unit A by transmitting 

30 requests to the active load balancing unit A and receiv- 
ing request responses therefrom. The checking process 
is described in detail with respect to Fig. 7b. The typical 
period of time between checking request of a non-active 
load balancing unit and corresponding request re- 

35 sponse of an active load balancing unit is referenced by 
reference numeral 52. The period of repetition may be 
illustrated by reference numeral 50 and 51 , respectively. 
[0180] At the moment 5.2 it may be assumed that the 
active load balancing unit A fails. Firstly, a failure of the 

40 active load balancing unit A may be unnoticed by the 
non-active load balancing units B and C. 
[0181] At the end of the period of repetition 50 the 
non-active load balancing unit B may transmit again a 
checking request to the load balancing unit A assumed 

45 to be in active operation mode in an operation 5.3. Due 
to the failure of the load balancing unit A the request 
may not be received by an active load balancing unit 
and thus no request response may be received by the 
non-active load balancing unit B. 

50 [0182] A re-configuration of the non-active load bal- 
ancing unit B may be initiated with the passing of a cer- 
tain pre-defined period of time 53. At the end of the pe- 
riod of time 53 the non-active load balancing unit B may 
re -configure to active operation mode. This re-configu- 

55 ration may involve the assigning of the default IP ad- 
dress of the server system to the load balancing unit B, 
indicated by operation 5.4. The load balancing unit B 
may take over and carry out the load balancing of the 
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server system after re-configuration, indicated by the 
bold line 56 which illustrates the period of time of active 
operation mode of the load balancing unit B. 
[0183] At the end of the period of repetition 51 the 
non-active load balancing unit C may transmit again a s 
checking request to the active load balancing unit of the 
system which is now represented by the re-configured 
load balancing unit B. This checking process is illustrat- 
ed in Rg. 8 in operation 5.5. Since the default IP address 
of the server system may be assigned always to the ac- u 
tive load balancing unit of the server system the check- 
ing request of the non-active load balancing unit C is 
automatically routed to the re-configured active load bal- 
ancing unit B. 

[0184] In an operation 5.6 it may be possible that the is 
re-configured active load balancing unit B re-starts re- 
motely the defective load balancing unit A. 
[0185] In an operation 5.7 the defective load balanc- 
ing unit A may be re-started and may begin operating in 
non-active operation mode. Therefore, the non-active 20 
load balancing unit A may have assigned only the IP 
address of the processing server which includes the 
non-active load balancing unit A. 
[0186] In an operation 5.8 the non-active load balanc- 
ing unit may check the active load balancing unit B of 25 
the server system according to the above described 
checking process. 

[0187] The described embodiment enlightens the ca- 
pability of the replacement process due to the imple- 
mentation of load balancing units in each processing 30 
server of a server system. The operation of the non-ac- 
tive load balancing units simultaneously to the operation 
of the active load balancing unit may provide the possi- 
bility to replace a defective active load balancing unit of 
the server system within a short period of time. The 35 
number of non-active load balancing units ensures that 
the load balancing process of the server system may 
always be taken over and carried out by a proper oper- 
ating load balancing unit. 

[0188] Network routing devices are often included in 40 
networks enabling a high number of communication 
links. The routing device may enable to reduce the net- 
work load of parts of the communication network. It may 
be possible to connect processing servers of a server 
system via a routing device to the outer network in order *5 
to limit the number of data packets received by the 
processing servers of the server system only to data 
packets designated to the respective processing server. 
A network routing device may be defined as a device 
providing a main network connecting part transmitting so 
and receiving all incoming and outgoing data packets. 
The routing device distributes the data packets over fur- 
ther network connecting parts. The further network con- 
necting parts receive and transmit only data packets of 
network devices connected to the respective network 55 
connecting parts. 

[0189] Fig. 9 shows a block diagram illustrating a 
server system consisting of processing servers each in- 



cluding a load balancing unit and each separately con- 
nected to a network routing device according to a further 
embodiment of the invention. The processing servers 
represent an arbitrary number of processing servers 
each including a load balancing unit. The network rout- 
ing device 500 may con nect the processing servers 400, 
300 and 200 to the outer network. The main connecting 
part of the network routing device 500 may be indicated 
by arrow 6.1 . The total network traffic from and to the 
• server system may be directed through the main net- 
work connecting part of the network routing device 500. 
The processing servers 400, 300 and 200 may be con- 
nected to the network routing device via the network 
connecting parts X, Y and Z, respectively. The respec- 
tive network communication links are indicated by the 
arrows 6.2, 6.3 and 6.4. 

[01 90] The processing server 400 may have assigned 
the IP address D 1 27.1 28.1 29. 1 31 ", the processing serv- 
er 300 may have assigned the IP address 
"127.128.129.132" and the processing server 200 may 
have assigned the IP address "127.1 28.1 29. 133". The 
default network IP address "127.128.129.130" may be 
assigned to the active load balancing unit of the server 
system. The network routing device 500 may pass 
through the network connecting part X only data packets 
addressed to processing server 400. Further, the net- 
work routing device may pass through the network con- 
necting part Y only data packets addressed to process- 
ing server 300 and the network routing device may pass 
through the network connecting part Z only data packets 
addressed to processing server 200. Therefore, the net- 
work routing device 500 maintains a list of network de- 
vices connected to the different network connecting 
parts. 

[01 91 ] It may be assumed that the processing server 
300 may include a defective load balancing unit 310. 
The load balancing unit 410 of processing server 400 
may be reconfigured, illustrated by arrow 6.10, to take 
over and carry out the load balancing process of the 
server system. Therefore, the default network address 
assigned to the active load balancing unit is passed over 
from processing server 300 to processing server 400. 
The network routing device 500 passes all data packets 
addressed to the default server system address via net- 
work connecting port Y to processing server 300 since 
the processing server included the active load balancing 
unit 31 0 until the active load balancing unit 31 0 fails arid 
the load balancing unit 41 0 took over the load balancing 
process. The network routing device 500 is not involved 
in the re-configuration process of the load balancing 
units of the server system and the passing of the default 
address for defective load balancing unit 31 0 to re-con- 
figured load balancing unit 410 is unrecognized by the 
network routing device 500. 

[0192] The active load balancing unit 410 may com- 
prise network device a re-configuration component for 
re-configuring network devices routing network commu- 
nication, indicated by arrow 6.20. The network device 
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re-configuration component may be constituted by a da- 
ta processing device or a program section executed at 
the active load balancing unit 410. The network device 
re-configu ration component may be realized by a server 
executable script or a program section executed at the 
server which Includes the load balancing unit. The re- 
configuration may perform the remove of the default 
server system address or active load balancing unit, re- 
spectively, from the address table maintained for net- 
work connecting part Y and the enlargement of the ad- 
dress table maintained for network connecting part X. 
[01 93] It shall be noted that the components included 
in the load balancing unit for performing functions and 
operations according to an embodiment of the invention 
may be constituted by a data processing device which 
may be comprised by the load balancing unit or the 
processing server including the load balancing unit. Fur- 
ther, the components may be constituted by a code sec- 
tion for executing on one or a plurality of data processing 
devices containing instructions for carrying out the nec- 
essary processing operations for performing functions 
and operations. Moreover, the components may be con- 
stituted by a portion of the processing server of by a por- 
tion of the load balancing unit. 

[0194] According to another embodiment of the inven- 
tion, a load balancing unit may have the following struc- 
tural elements: 

1) Load balancing unit for balancing a processing 
load in a network, operating in a first operation 
mode as an active load balancing unit and in a sec- 
ond operation mode as a non-active load balancing 
unit, comprising: 

a code section containing instructions for re- 
ceiving a client request from a client, 
a code section containing instructions for se- 
lecting one of a plurality of processing servers 
for serving said client request and 
a code section containing instructions for es- 
tablishing a communication link between said 
ciient and said selected processing server. 

2) Load balancing unit for balancing a processing 
load in a network according to 1), wherein said code 
section containing instructions, for establishing a 
communication link further comprises: 

a code section containing instructions for gen- 
erating a re-direction message and 
a code section containing instructions for trans- 
mitting said re-direction message to said client. 

3) Load balancing unit for balancing a processing 
load in a network according to 1 ) or 2), wherein said 
active load balancing unit comprises: 

a code section containing instructions for au- 



thorizing said client. 

4) Load balancing unit for balancing a processing 
load in a network according anyone of 1) — 3), 

s wherein said non-active load balancing unit further 
comprises: 

a code section containing instructions for 
checking operation of said active load balanc- 
10 ing unit. 

5) Load balancing unit for balancing a processing 
load in a network according to 4), wherein said non- 
active load balancing unit further comprises: 

15 

a code section containing instructions for re- 
configuring said non-active ioad balancing unit 
to said active load balancing unit . 

20 6) Load balancing unit for balancing a processing 
load in a network according to 4) or 5), wherein said 
code section containing instructions for checking 
operation of said active load balancing unit further 
comprises: 

25 

a code section containing instructions for gen- 
erating a request for said active load balancing 
unit and 

a code section containing instructions fortrans- 
30 mitting said request to said active load balanc- 

ing unit and 

a code section containing instructions for re- 
ceiving a request response from said active 
load balancing unit. 

35 

7) Load balancing unit for balancing a processing 
load in a network according to 6), wherein said ac- 
tive load balancing unit further comprises: 

40 - a code section containing instructions for re- 
ceiving said request from said non-active load 
balancing unit, 

a code section containing instructions for gen- 
erating a request response and 
45 - a code section containing instructions for trans- 
mitting said request response to said non-ac- 
tive load balancing unit. 

8) Load balancing unit for balancing a processing 
so load in a network according to anyone of 1 ) — 7), 

further comprising: 

a code section containing instructions for re- 
configuring network devices routing network 
55 communication. 

According to another embodiment of the inven- 
tion, a processing server including a load balancing 
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unit may have the following structural elements: 

9) Server including a load balancing unit for balanc- 
ing a processing load in a network according to an- 
yone of 1) — 8). 

According to another embodiment of the inven- 
tion, a system comprising of several processing 
servers each including a load balancing unit may 
have the following structural elements: 

1 0) System of a plurality of processing servers each 
including load balancing unit according to 9). 

Although the present invention has been de- 
scribed in ternns of the presently preferred embod- 
iments, it is to be understood that such disclosure 
is not to be interpreted as limiting. Various alterna- 
tions and modifications will no doubt become ap- 
parent to those skilled in the art after reading the 
above disclosure. It is intended that the appended 
claims be interpreted as covering all alternations 
and modifications as fall within the true spirit and 
scope of the invention. 



Claims 



1. 



Method for balancing a processing load in a network 
having a plurality of processing servers (200, 300, 
400) each including a load balancing unit (210,310, 
410), wherein at least one of said load balancing 
units is an active load balancing unit (41 0) connect- 
ed to said network and said remaining other load 
balancing unit are non-active load balancing units 
(210, 310), wherein said active load balancing unit 
(410) carries out: 

- receiving a request from a client (1 00) via said 
network, 

selecting one of said plurality of servers (200, 
300, 400) for processing said client request and 
establishing a communication link between 
said client (100) and said selected processing 
server (200, 300 or 400). 

Method for balancing a processing load in a network 
according to claim 1, wherein establishing said 
communication link between said client (100) and 
said selected processing server (200 or 300 or 400) 
further comprises: 

generating a re-direction message instructing 
said client (100) to transmit a request to said 
selected processing server (200 or 300 or 400) 
and 

transmitting said re-direction message to said 
client (100). 



w 



15 



20 



25 



30 



35 



40 



45 



50 



55 



according to claim 1 or claim 2, wherein said active 
load balancing unit (410) authorizes said client re- 
quest. 

. Method forbaJancing a processing load in a network 
according to anyone of the preceding claims, 
wherein said selecting operation of one of said plu- 
rality of processing servers (200, 300, 400) for serv- 
ing said client request is based on at least one out 
of a group comprising 

a server load or a relative server load, 

a server content, 

a client identity 

a server identity, 

a client location and 

a server location. 

Method for balancing a processing load in a network 
according to anyone of the preceding claims, 
wherein said non-active load balancing units (210, 
310) carry out: 

- checking correct operation of said active load 
balancing unit (410). 

Method for balancing a processing load in a network 
according to claim 5, wherein said non-active load 
balancing units (210, 310) carry out- 
re-configuring of said non-active operation 
mode of at least one of said previously non ac- 
tive load balancing units into an active opera- 
tion mode. 

Method for balancing a processing load in a network 
according to daim 5 or claim 6, wherein the check- 
ing operation of said active load balancing unit (41 0) 
further comprises: 

generating a request for checking the opera- 
tion, 

transmitting a request to said active load bal- 
ancing unit (410) and 

receiving a request response from said active 
load balancing unit (41 0). 

Method for balancing a processing load in a network 
according to claim 7, wherein said active load bal- 
ancing unit (410) carries out: 

receiving said request from a non-active load 
balancing unit (210, 310), 
generating a request response and 
transmitting said request response to said non- 
active load balancing unit (210, 310). 



3. Method for balancing a processing load in a network 9. Method for balancing a processing load in a network 
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according to according to claim 7 or claim 8, where- 
in said request of said non-active load balancing 
unit (210, 310) to said active load balancing unit 
(410) is a certain L/B request. 

10. Method for balancing a processing load in a network 
according to according to claim 9, wherein said re- 
quest response of said active load balancing unit 
(410) to said non-active load balancing unit (210, 
310) is a certain L/B request response. 

11 . Method for balancing a processing load in a network 
according to claim 1 0, wherein said L/B request re- 
sponse additionally contains an information relating 
to at least one out of a group comprising 

currenl available servers 
server related information, 
currently requesting clients 
client related information, 
currently grouped clients and 
load of said servers or relative load of said serv- 
ers. 

12. Method for balancing a processing load in a network 
according to anyone of the claims 5 to 11 , wherein 
said non-active load balancing unit (210, 310) fur- 
ther carrier out: 

re-starting of a load balancing unit. 

13. Method for balancing a processing load in a network 
according to anyone of the claims 5 to 1 2, wherein 
said non-active load balancing unit (210, 310) fur- 
ther carrier out: 

re-configuring of network devices routing net- 
work communication. 

14. Software tool for balancing a processing load in a 
network, comprising program code portions for car- 
rying out the operations of anyone of claims 1 to 13 
when said program is implemented in a computer 
program. 

15. Computer readable medium, having a program re- 
corded thereon, comprising program code portions 
for carrying out the operations of anyone of the 
claims 1 to 13 when said program is executed on a 
computer or a network device. 

16. Computer program product comprising program 
code portions stored on a computer readable me- 
dium for carrying out the method of anyone of the 
claims 1 to 13 when said program product is exe- 
cuted on a computer or network device. 

17. Load balancing unit for balancing a processing load 



in a network, having at least two operating modes, 
wherein in a first operation mode it is an active load 
balancing unit and in a second operation mode it is 
a non-active load balancing unit, comprising an as- 
5 sociated server, comprising: 

■J? 

a load balancer receiving component (41 1-). for 

receiving a request from a client (100), 

a server selection component (41 3) for select- 

10 jng one of a plurality of processing servers for 

serving said client request and 
a load balancer communication component 
(412) for establishing a communication link be- 
tween said client (100) and said selected 

is processing server. 

1 8. Load balancing unit for balancing a processing load 
in a network according to claim 17, wherein said 
load balancer communication component (41 2) fur- 

20 ther comprises: 

a component for generating a re-direction mes- 
sage and 

a component for transmitting said re-direction 
25 message to said client (1 00). 

19. Load balancing unit for balancing a processing toad 
in a network according to claim 17 or claim;, 18, 
wherein said active load balancing unit (410) corn- 
so prises an authorizing component for authorizing 

said client (100). 

20. Load balancing unit for balancing a processing load 
in a network according to anyone of the claims 1 7 

35 to 19, wherein said load balancing unit bases the 
selection of the processing server on at least one 
out of a group comprising 

a server load or a relative server load, 
40 - a server content, 
a client identity 
a server identity, 
a client location and 
a server location. 

45 

21 . Load balancing unit for balancing a processing load 
in a network according to anyone of the claims 1 7 
to 20, wherein said non-active load balancing unit 
further comprises: 

50 

a checking component for checking operation 
of said active load balancing unit (410). 

22. Load balancing unit for balancing a processing load 
55 in a network according to claim 21, wherein said 

non-active load balancing unit further comprises: 

a re-configuration component (235) for re-con- 
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figuring said non-active load balancing unit 
(210, 310) into said active load balancing unit 
(410). 

23. Load balancing unit for balancing a processing load s 
in a network according to claim 21 or claim 22, 
wherein said checking component for checking op- 
eration of said non-active load balancing unit (410) 
further comprises: 

10 

a request generating component (230) for gen- 
erating a request for said active load balancing 
unit (410), 

- a request transmitting component (231) for 
transmitting said requesttosaid active loadbal- 15 
ancing unit (410) and 

- a request response receiving component (232) 
for receiving a request response from said ac- 
tive load balancing unit (410). 

20 

24. Load balancing unit for balancing a processing load 
in a network according to claim 23, wherein said ac- 
tive load balancing unit further comprises: 

a request receiving component (420) for receiv- 25 
ing said request from said non-active load bal- 
ancing unit (210,310), 

a request response generating component 

(421 ) for generating a request response and 

a request response transmitting component 30 

(422) for transmitting said request response to 
said non-active load balancing unit (21 0, 31 0) 

25. Load balancing unit for balancing a processing load 

in a network according to claim 23 or claim 24, 35 
wherein said request of said non-active load bal- 
ancing unit (210, 310) to said active load balancing 
unit (410) is a certain L/B request. 

26. Load balancing unit for balancing a processing load 40 
in a network according to claim 25, wherein said re- 
quest response of said active load balancing unit 
(410) to said non-active load balancing unit (210, 
310) is a certain L/B request response. 

45 

27. Load balancing unit for balancing a processing load 
in a network according to claim 26, wherein said U 
B request response additionally contains an infor- 
mation relating to at least one of a group comprising 

50 

currently available servers 
server related inf ormation , 
currently requesting clients 
client related information, 

current grouped clients and 55 
load of the servers or relative load of the serv- 
ers. 
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28. Load balancing unit for balancing a processing load 
in a network according to anyone of the claims 21 
to 27, further comprising: 

- a re-starting component for re-starting a load 
balancing unit. 

29. Load balancing unit for balancing a processing load 
in a network according to anyone of the claims 21 
to 28, further comprising: 

- a network device re-configuration component 
for re-configuring network devices routing net- 
work communication. 

30. Server including a load balancing unit for balancing 
a processing load in a network according to anyone 
of the claims 17 to 29. 

31 . System of a plurality of processing servers accord- 
ing to claim 30. 
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